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West Virginia Legislature 
Charleston, West Virginia 
 
and 
 
Management of the West Virginia Department of Transportation 
Division of Highways 
Charleston, West Virginia 
 
 
We are pleased to present this report related to our audit of the financial statements of the West 
Virginia Department of Transportation, Division of Highways (the Division) for the year ended June 30, 
2025. This report summarizes certain matters required by professional standards to be communicated 
to you in your oversight responsibility for the Division’s financial reporting processes. 
 
This report is intended solely for the information and use of the Joint Committee on Government and 
Finance and management, and is not intended to be and should not be used by anyone other than these 
specified parties. It will be our pleasure to respond to any questions you have regarding this report. We 
appreciate the opportunity to be of service. 
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Required Communications 
 
Professional standards require the auditor to communicate certain matters to keep those charged with 
governance adequately informed about matters related to the financial statement audit that are, in our 
professional judgment, significant and relevant to the responsibilities of those charged with governance 
in overseeing the financial reporting process. The following summarizes these communications. 
 

Area  Comments 

Auditor’s Responsibility Under 
Professional Standards 

 We have audited the financial statements of the 
governmental activities and each major fund of the 
Division for the year ended June 30, 2025. Professional 
standards require that we provide you with information 
about our responsibilities under generally accepted 
auditing standards and Government Auditing Standards, 
as well as certain information related to the planned 
scope and timing of our audit. We have communicated 
such information in our letter to you dated July 15, 2025.  

Qualitative Aspects of Accounting 
Practices 

 Adoption of, or Change in, Accounting Policies 

Management is responsible for the selection and use of 
appropriate accounting policies. The significant 
accounting policies used by the Division are described in 
Note 1 to the financial statements. During 2025, the 
Division adopted Governmental Accounting Standards 
Board (GASB) Statement No. 101, Compensated 
Absences, which resulted in the recognition of certain 
types of previously unrecorded compensated absences, 
such as sick leave, that have been earned, accumulated, 
and is anticipated to be used and paid out. The Division 
also adopted GASB Statement No. 102, Certain Risk 
Disclosures, which did not have a material impact on the 
financial statements. The application of existing policies 
was not changed during the year ended June 30, 2025. 
We noted no transactions entered into by the Division 
during the year for which there is a lack of authoritative 
guidance or consensus. All significant transactions have 
been recognized in the financial statements in the 
proper period.  
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Area  Comments 

  Management’s Judgments and Accounting Estimates 

Accounting estimates are an integral part of the financial 
statements prepared by management and are based on 
management’s knowledge and experience about past 
and current events and assumptions about future 
events. Certain accounting estimates are particularly 
sensitive because of their significance to the financial 
statements and because of the possibility that future 
events affecting them may differ significantly from those 
expected. The most sensitive estimates affecting the 
Division’s financial statements are summarized in the 
attached Summary of Accounting Estimates. 

  Financial Statement Disclosures 

The financial statement disclosures are neutral, 
consistent, and clear. 

Difficulties Encountered in Performing 
the Audit 

 We encountered no significant difficulties in dealing with 
management in performing and completing our audit. 

Corrected and Uncorrected 
Misstatements 

 Professional standards require us to accumulate all 
known and likely misstatements indentified during the 
audit, other than those that are trivial, and communicate 
them to the appropriate level of management. See the 
attached Summary of Recorded Audit Adjustments and 
Summary of Uncorrected Misstatements. 

Disagreements with Management  For purposes of this letter, a disagreement with 
management is a disagreement on a financial 
accounting, reporting, or auditing matter, whether or 
not resolved to our satisfaction, that could be significant 
to the financial statements or the auditor’s report. We 
are pleased to report that no such disagreements arose 
during the course of our audit. 

Management Representations  We have requested certain representations from 
management that are included in the management 
representation letter dated October 15, 2025. 

Management Consultations with Other 
Independent Accountants 

 In some cases, management may decide to consult with 
other accountants about auditing and accounting 
matters, similar to obtaining a “second opinion” on 
certain situations. If a consultation involves application 
of an accounting principle to the Division’s financial 
statements or a determination of the type of auditor’s 
opinion that may be expressed on those statements, our 
professional standards require the consulting accountant 
to check with us to determine that the consultant has all 
the relevant facts. To our knowledge, there were no such 
consultations with other accountants. 
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Area  Comments 

Other Audit Findings or Issues  We generally discuss a variety of matters, including the 
application of accounting principles and auditing 
standards, with management each year prior to 
retention as the Division’s auditors. However, these 
discussions occurred in the normal course of our 
professional relationship and our responses were not a 
condition to our retention. 

Communication Regarding Material 
Weaknesses and Significant Deficiencies 

 See attached Communication Regarding Material 
Weaknesses and Significant Deficiencies. 

Certain Written Communications 
Between Management and Our Firm 

 Copies of certain written communications between our 
firm and the management of the Division are attached as 
Exhibits.  

Required Supplementary Information  We applied certain limited procedures to Management’s 
Discussion and Analysis, Schedule of Proportionate Share 
of the Net Pension Liability (Asset), Schedule of Pension 
Contributions, Schedule of Proportionate Share of the 
Net OPEB Liability (Asset), Schedule of OPEB 
Contributions, and the related Notes to Required 
Supplementary Information, which are required 
supplementary information (RSI) that supplement the 
basic financial statements. Our procedures consisted of 
inquiries of management regarding the methods of 
preparing the information and comparing the 
information for consistency with management’s 
responses to our inquiries, the basic financial 
statements, and other knowledge we obtained during 
our audit of the basic financial statements. We did not 
audit the RSI and do not express an opinion or provide 
any assurance on the RSI. 
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Accounting estimates are an integral part of the preparation of financial statements and are based upon 
management’s current judgment. The process used by management encompasses their knowledge and 
experience about past and current events and certain assumptions about future events. You may wish 
to monitor throughout the year the process used to compute and record these accounting estimates. 
The following describes the significant accounting estimates reflected in the Division’s June 30, 2025 
financial statements: 
 

Area  Accounting Policy  Estimation Process  Comments 
       
Depreciation of 
capital assets 

 Straight – line 
method 

 Based upon cost, or, estimated historical cost. 
Depreciation is calculated using the straight-line 
method over the estimated useful life. Annually, 
management reviews capital assets for impairment. 

 We concur 
with this 
process. 

       
Valuation of 
receivables 

 Net realizable value  Based upon review of net amounts of anticipated 
collections, established grants, contracts, and loans and 
historical collection information. 

 We concur 
with this 
process. 

       
Compensated 
absences 

 Estimated  Based upon the amount of accrued vacation and/or sick 
leave that has been earned, accumulated, and is 
anticipated to be used, paid out, or otherwise settled 
using current pay rates. 

 We concur 
with this 
process. 

       
Other 
postemployment 
benefit 
liability/asset 

 Estimated  Based upon third-party report of the proportionate 
share of the actuarially determined OPEB liability/asset 
of the RHBT plan. 

 We concur 
with this 
process. 

       
Net pension 
liability/asset 

 Estimated  Based upon third-party report of the proportionate 
share of the actuarially determined net pension 
liability/asset of the PERS plan. 

 We concur 
with this 
process. 

       
Claims and 
judgments 

 Estimated  Based upon the legal department’s calculation of 
anticipated environmental and legal liabilities relating 
to circumstances present at the end of the fiscal year. 

 We concur 
with this 
process. 

       
Inventory  Weighted average 

cost 
 Based on weighted average cost generally using the 

consumption method. 
 We concur 

with this 
process. 

       
Lease liability and 
lease asset 

 Present value  Based on the present value of lease payments expected 
to be made during the lease term (less any incentives) 
with consideration for any payments made at or before 
commencement and certain direct costs. 

 We concur 
with this 
process. 

       
Arbitrage liability  Estimated  Based on third-part report of the ultimate liability to be 

paid. 
 We concur 

with this 
process. 
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During the course of an audit, we accumulate adjustments that are determined by management to be 
material to the financial statements and to the related financial statement disclosures, or management 
otherwise determines are appropriate to make. Following is a summary of the adjustments made to the 
original trial balance we received. 
 

Account Description  Debit  Credit 
      

Government Wide Journal Entries     
     
Adjusting Journal Entries JE # 4     
To adjust rolling equipment to actual at year-end.     

1941 CA ROLLING EQUIPMENT  922,087.00   - 
5532 CA CAPITALIZED EXPENSE – ROLLING EQUIPMENT   -  922,087.00  

Total   922,087.00  922,087.00 
     
Adjusting Journal Entries JE # 8     
To record adjustment to accumulated depreciation for rolling equipment.     

5502 CA DEPRECIATION EXPENSE – ROLLING EQUIPMENT  14,407,686.00  - 
5552 CA ACCUMULATED DEPRECIATION – ROLLING EQ.   -  14,407,686.00 

Total   14,407,686.00  14,407,686.00 
     
Adjusting Journal Entries JE # 11 
To adjust fixed assets to actual after accruing for additional accounts payable 
invoices. 

1993 CA INFRASTRUCTURE LAND  991,209.00  - 
1996 CA INFRASTRUCTURE ROADS – WIP  6,062,898.00  - 
5605 CA INFRASTRUCTURE EXPENSE – OTHER FED AID  -  991,209.00 
5605 CA INFRASTRUCTURE EXPENSE – OTHER FED AID  -  5,071,237.00 
5607 CA Infrastructure Expense – Nonfederal   -  991,661.00 

Total   7,054,107.00  7,054,107.00 
     
Adjusting Journal Entries JE # 13     
To adjust compensated absences to actual in accordance with GASB 101.     

2811 LTL ACCRUED ANNUAL LEAVE-LONG TERM  12,660,228.00  - 
2812 LTL COMPENSATED ABSENCE EXPENDITURES  8,547,220.00  - 
2849 LTL COMPENSATED. ABSENCES-SHORT TERM ANNUAL  34,229,505.00  - 
5354 LTL FUND EQUITY – LONG TERM LIABILITIES   -  55,436,953.00 

Total   55,436,953.00  55,436,953.00 
     
     
Fund Level Journal Entries     
     
Adjusting Journal Entries JE # 3     
To record amounts due from other state agencies that were due at year-end.     

9017.1720 9017SRFG-ACCRUAL DUE FROM OTHER STATE AGENCIES   3,062,225.00  - 
9017.4350 9017SRFG-ACCRUAL Miscellaneous revenues  -  3,062,225.00 

Total   3,062,225.00  3,062,225.00 
     



 West Virginia Department of Transportation 9 
Division of Highways 

Summary of Recorded Audit Adjustments 
Year Ended June 30, 2025 

 
 

 

Account Description  Debit  Credit 
      

Adjusting Journal Entries JE # 5     
To adjust earned and unbilled receivable to actual at year-end.     

9017.4202 9017SRFG-ACCRUAL Federal Aid – Other federal aid 
programs  333,504.00   - 

9017.1421 9017SRFG-ACCRUAL FEDERAL AID EARNED & UNBILLED   -  333,504.00  
Total   333,504.00   333,504.00  
      
Adjusting Journal Entries JE # 6     
To adjust the allowance for doubtful accounts to actual at year-end.     

9017-6611 9017SRFG – CASH MISCELLANEOUS  920,000.00  -  

9017.1581 
9017SRFG-ACCRUAL ALLOWANCE FOR DOUBTFUL BILLED 
REC  -  920,000.00  

Total   920,000.00   920,000.00  
      
Adjusting Journal Entries JE # 7     
To adjust miscellaneous revenue to actual.     

9017-
8201.27770 9017SRFG-CASH PURCH MATERIAL/SUPPLIES  6,745,251.00  -  
9017-6611 9017SFRG-CASH MISCELLANEOUS  -  6,745,251.00  

Total   6,745,251.00   6,745,251.00  
      
Adjusting Journal Entries JE # 10     
To adjust accounts payable to actual.     

9017.1411 9017SFRG-ACCRUAL OTHER FEDERAL AID RECEIVABLE  6,435,968.00  -  

9017.5252 
9017SFRG-ACCRUAL 27900 Road construction – Other 
federal aid  8,046,231.00  - 

9035-8200 9035RTP2019 CONTRACTOR PAYMENTS  2,624,104.00  - 
9037-8200 9037SRCAS2021 CONTRACTOR PAYMENTS  390,986.00  - 
9017.2501 9017SFRG-ACCRUAL ACCRUED INVOICES PAYABLE – DOH  -  8,046,231.00 

9017-4202 
9017SFRG-ACCRUAL Federal Aid – Other federal aid 
programs  -  6,435,968.00 

9035-2535 9035RTP2019 ACCRUED INVOICES  -  2,624,104.00 
9037-2537 9037SRCAS2021 ACCRUED INVOICES  -  390,986.00 

Total   17,497,289.00   17,497,289.00  
      
Adjusting Journal Entries JE # 17     
To adjust inventory revolving expenses to actual.     

9017-
8201.27500 9017SRFG-CASH PURCH MATERIAL/SUPPLIES  20,000,000.00  -  

9017-
8201.23700 9017SRFG-CASH PURCH MATERIAL/SUPPLIES  -  20,000,000.00  

Total   20,000,000.00   20,000,000.00  
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During the course of an audit, we accumulate uncorrected misstatements that are determined by 
management to be immaterial, both individually and in the aggregate, to the financial statements and to 
the related financial statement disclosures. Following is a summary of those differences. 
 

Account Description  Debit  Credit 
      

Government Wide Journal Entries     
     
No uncorrected misstatements noted for the government wide.      
 
Fund Level Journal Entries 
    
Proposed JE #  14    
To adjust accrued payroll and due to other state agencies to actual.    
9017-1200.23700 9017SRFG-CASH PERS SERV PERM POS (W/PR DEDUC) 1,192,666.00  - 
9017-2202.23700 9017SRFG-CASH SOCIAL SECURITY MATCHING 87,736.00  - 
9017-2203.23700 9017SRFG-CASH PUBLIC EMPLOYEES INS 347,212.00  - 

9017.2401 9017SRFG-ACCRUAL ACCRUED PAYROLL PAYABLE -  1,192,666.00 
9017.2720 9017SRFG-ACCRUAL DUE TO OTHER STATE AGENCIES -  347,212.00 
9017.2821 9017SRFG-ACCRUAL ACCRUED PAYROLL OVERHEAD 

PAYABLE -  87,736.00 
Total 1,627,614.00  1,627,614.00 
 
Proposed JE #  15    
To adjust billed and unpaid receivables to actual at year-end.    

9017-6611 9017SRFG-CASH MISCELLANEOUS 1,344,658.00  - 

9017.1511 
9017SRFG-ACCRUAL ACCOUNTS RECEIVABLE - 
OUTSTANDING -  1,344,658.00 

Total  1,344,658.00   1,344,658.00 
 
Proposed JE #  16    
To adjust FEMA unbilled receivables to actual at year-end.    

9017.4202 9017SRFG-ACCRUAL Federal Aid - Other federal aid 
programs 931,210.00  - 

9017.1471 9017SRFG-ACCRUAL FEMA EARNED AND UNBILLED -  931,210.00 
Total  931,210.00  931,210.00 
 
Proposed JE #  18    
To adjust inventory to actual at year-end.    
9017-8201.27500 9017SRFG-CASH PURCH MATERIAL/SUPPLIES 5,849,819.00  - 

9017.1611 9017SRFG-ACCRUAL INVENTORY MATERIALS & SUPPLIES -  5,849,819.00 
Total  5,849,819.00  5,849,819.00 
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October 15, 2025 
 
 
Joint Committee on Government and Finance 
West Virginia Legislature 
Charleston, West Virginia 
 
and 
 
Management of the 
West Virginia Department of Transportation 
Division of Highways 
Charleston, West Virginia 
 
In planning and performing our audit of the financial statements of the governmental activities and each 
major fund of the West Virginia Department of Transportation, Division of Highways (the Division) as of 
and for the year ended June 30, 2025, in accordance with auditing standards generally accepted in the 
United States of America, we considered the Division’s internal control over financial reporting (internal 
control) as a basis for designing audit procedures that are appropriate in the circumstances for the 
purpose of expressing our opinions on the financial statements, but not for the purpose of expressing an 
opinion on the effectiveness of the Division’s internal control. Accordingly, we do not express an opinion 
on the effectiveness of the Division’s internal control. 
 
Our consideration of internal control was for the limited purpose described in the preceding paragraph 
and was not designed to identify all deficiencies in internal control that might be material weaknesses or 
significant deficiencies and therefore material weaknesses or significant deficiencies may exist that were 
not identified. However, as discussed below, we identified certain deficiencies in internal control that 
we consider to be material weaknesses and other deficiencies that we consider to be significant 
deficiencies.  
 
A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to prevent, or 
detect and correct, misstatements on a timely basis. A material weakness is a deficiency, or a 
combination of deficiencies in internal control, such that there is a reasonable possibility that a material 
misstatement of the entity’s financial statements will not be prevented, or detected and corrected, on a 
timely basis. We consider the following deficiencies in internal control to be material weaknesses: 
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Land 
 
The Division was unable to provide a complete record of all land that they own. As a result, the 
Division may have land that has not been identified or properly recorded. 
 
We recommend that the Division comply with the West Virginia Department of Transportation, 
Division of Highways' Right of Way Manual by maintaining and actively managing an accurate 
and complete database record of all real estate, except rights of way, owned by the Division to 
ensure that all land is accurately recorded in accordance with generally accepted accounting 
principles (GAAP). 
 
 
Information System Governance 
 
Several information technology applications directly support the financial statements of the 
Division. The following internal control issues were identified: 
 
• Employees have administrative access and access to production programs in the Hub 

application. These duties should be appropriately segregated and access to software 
applications should be limited to the access needed to complete the job assignments. 
 

• Management did not perform a periodic, documented review of user access for the Hub, 
TIMEi and wvOASIS applications. 
 

• Management did not perform a periodic, documented review of administrator access to 
the Hub application. 
 

• Terminated employees are not removed timely from the Hub, TIMEi, and wvOASIS 
applications. Additionally, terminated employees were not removed timely from the 
network. 
 

• Terminated employees are not communicated timely to the Hub, TIMEi, wvOASIS, or the 
West Virginia Office of Technology (WVOT) administrators. 
 

• The Division does not have procedures in place to correctly document their review and 
utilization of the wvOASIS SOC report. A review was performed; however, not all of the 
complementary user entity controls were addressed in the review. Additionally, the 
Division does not have the complementary user entity controls outlined in the wvOASIS 
SOC report in place. 
 

• The Division does not have procedures in place to perform continuous vendor monitoring 
of the West Virginia Office of Technology. 
 

• The Division does not have a contract with the third party hosting and performing 
programming interfaces for the Hub. Additionally, a SOC report is not available. 
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We recommend the following: 
 
• The Division should segregate programmer and administrator access for the Hub. If this 

access is necessary, mitigating controls such as monitoring of programmer access and 
activities within the production application should be performed and documented. 
 

• The Division should perform documented, periodic review of user account management. 
These user access reviews should address network, division owned applications, and WV 
Enterprise Resource Planning (ERP) Board applications. 
 

• The Division should implement a process to review system administrator activity for 
Division owned applications such as the Hub. Since manual reviews are typically inefficient 
and susceptible to human error, the process should be automated to the fullest extent 
technically feasible. 

 
• The Division should implement procedures to identify and communicate terminated 

employees to application administrators and third parties on a timely basis. 
 
• The Division should document their annual review of SOC reports received and determine 

that the appropriate complementary user entity controls are in place. These controls are 
vital to achieving the control objectives and are the responsibility of the Division to design 
and implement.  
 

• The Division should create policies and procedures to perform continuous monitoring of 
the West Virginia Office of Technology. These monitoring procedures may include, but are 
not limited to, review of annual SOC reports, contract review, and review of disaster 
recovery systems and business continuity planning in order to determine if the network will 
support the Division’s recovery point objective and recovery time objectives. 
 

• The Division should have contracts in place with third parties for the Hub and any other 
material applications, which are hosted by third party providers. The contracts should 
specify the responsibilities of the third party as well as the Division. Material applications 
hosted by a third party provider should have an annual SOC report or the Division should 
perform their own audit of the third party. 

 
 

Inventory 
 
The Division had various internal control issues surrounding inventory balances as noted below: 

 
• Inventory counts provided by the Division did not reconcile to auditor-performed counts. 

Discrepancies were due in part to typing errors and lack of proper review procedures. 
 

• Some districts did not maintain the pre-count inventory sheets used when auditors were on 
site for the year-end inventory resulting in discrepancies between auditor counts and 
district counts later input into wvOASIS. 
 



15 
 

 

• Staff lacked adequate training on recording inventory balances in wvOASIS. As a result, 
entries for material purchases, usage, and other inventory adjustments were inaccurate or 
incomplete. 

 
• Various inventory items were not separated into separate commodity codes in wvOASIS 

resulting in pricing discrepancies for various items selected for testing. 
 

• Purchases and usage transactions were improperly posted in wvOASIS to incorrect object 
codes resulting in classification errors between various expense accounts.  

 
We recommend the following: 
 
• The Division should provide comprehensive training to all relevant personnel on recording 

and coding inventory transactions in wvOASIS. 
 

• The Division should develop and implement standardized inventory procedures, including 
the use of pre-count sheets, documented control processes, and post-count reconciliations 
between the count sheets and amounts entered into wvOASIS. 
 

• The Division should review and revise internal controls and create a policy for purchasing 
inventory to ensure inventory items are coded to the correct commodity codes in wvOASIS 
to ensure accurate valuation of inventory. 

 
• The Division should establish a periodic internal review process to verify the accuracy of 

inventory records and transaction postings, including proper classification of purchases and 
usage of inventory in wvOASIS. 

 
 
A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less 
severe than a material weakness, yet important enough to merit attention by those charged with 
governance. We consider the following deficiencies in internal control to be significant deficiencies: 

 
Capital Assets 
 
The Division failed to capitalize $9.7 million of construction in progress in the prior year financial 
statements. Additionally, errors in capital asset useful lives and depreciation calculations 
resulted in an understatement of depreciation by $14.4 million in the prior year financial 
statements. These errors were a result of reporting issues with the project tracking system, Hub, 
and with improper reporting of capital asset useful lives in the depreciation calculation 
software. The errors resulted in prior year capital assets being overstated by $4.7 million and 
government-wide expenses being understated by $4.7 million. Furthermore, we noted several 
cut-off issues during testing in which additions and disposals were recorded in the improper 
period.
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We recommend that the Division evaluate the supervisory review procedures over recording 
and reconciling construction in progress. In addition, we recommend the Division implement 
policies to ensure that projects are treated consistently in the Hub. We also recommend that 
the Division reconcile reports generated from Hub on a monthly basis in order to ensure that all 
construction costs and maintenance costs are being classified correctly on the Hub reports. In 
addition, we recommend that the Division review capital asset useful lives on a routine basis to 
ensure capital asset additions are input into the depreciation calculation software with an 
appropriate useful life. 
 
 
Accounts Receivable 
 
The Division failed to record receivables from other state agencies included on the accounts 
receivable aging resulting in an understatement of accounts receivable and revenue. 
Additionally, the Division did not timely apply payments received to outstanding customer 
invoices resulting in an overstatement of accounts receivables and revenue. These errors 
resulted in a total understatement of accounts receivable and revenue totaling $3.1 million. The 
Division also ran the accounts receivable aging report incorrectly and did not perform regular 
reviews of reports resulting in the allowance for doubtful accounts calculation being performed 
on inaccurate data resulting in an understatement of the allowance for doubtful accounts of 
approximately $920 thousand. Lastly, in several instances, reports generated from the 
accounting system to record various unbilled receivables were not generated properly resulting 
in an overstatement of receivables. 
 
We recommend that the Division review receivables due from other state agencies and ensure 
that amounts are recorded to the general ledger. We also recommend the Division strengthen 
procedures for the timely posting of payments to outstanding invoices to ensure receivable 
balances are accurately reflected in wvOASIS. Additionally, we recommend that the Division 
perform monthly reconciliations between the accounts receivable aging report and the general 
ledger to ensure accuracy of reported balances and to identify potentially uncollectible 
accounts. Furthermore, we recommend that the Division review the parameters of aging reports 
and reports used to calculate unbilled receivables to ensure accuracy of the data used in the 
calculations of such balances. 

 
 
Additionally, during our audit we became aware of the following deficiencies in internal control other 
than significant deficiencies or material weaknesses and other matters that are opportunities for 
strengthening internal controls and operating efficiency. This letter does not affect our report dated 
October 15, 2025, on the financial statements of the Division. 

 
 
Travel Expenses 
 
In accordance with West Virginia Department of Transportation (WVDOT) Administrative 
Procedures policy regarding travel regulations, the State Auditor’s Office is required to approve 
an employee’s travel expense settlement form within fifteen days of travel. For four out of five 
employee's travel expenses selected, expense reports were not completed and sent for approval 
by the State Auditor’s Office within fifteen days. In addition, for two out of five employee's 
travel expense selected, the employee traveled on the weekend and did not get prior approval 
in accordance with the WVDOT Administrative Procedures policy regarding travel regulations. 
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We recommend that the Division follow the established policies related to travel to ensure that 
all travel expenses are properly and timely approved. 
 
 
Consulting Contracts 
 
WV Code §157-1-7 requires that contracts using Federal funds must go through a competitive 
process. Management asserts that post design services contracts are by their nature not suitable 
for the competitive process, so the Transportation Engineering Division has mitigated this issue 
by notating in the scope of work of the initial contract that the contract includes an additional 
shop drawing component that will be covered under the terms of the initial contract. However, 
the Traffic Engineering Division has not taken these steps when bidding out the contract so it 
does not appear to be in compliance with State Code regarding post design services contracts. 
 
We recommend that the Traffic Engineering Division notate in the scope of work of the initial 
contract that the contract may include an additional shop drawing component that will be 
covered under the terms of the initial contract to ensure compliance with state code regarding 
the competitive bid process. 
 
 
Purchasing Cards 
 
Employees are required to have purchasing card transactions approved prior to payment. For 
five of the twenty-five transactions selected for testing, the approval signature was not dated in 
accordance with the Division's policy. Therefore, we could not determine approval occurred 
prior to the invoice being paid. 
 
We recommend management communicate to all departments the proper procedures regarding 
purchasing card transactions so that all employees are aware of the policy regarding signing and 
dating the supporting documentation when reviewed and approved. We recommend that 
management follow up on any items that are not approved and ensure that items are being 
approved before payment. 
 
 
Right of Way Leases  
 
WV Code §157-2-7.3 states: "Appraisal - Rentals shall be based on a written approval and 
determination of fair rental value approved by the Commissioner of Highways or his or her 
designee." For one of the twenty-five leases selected for testing, the lessee was under billed 
based on the updated appraisal.  
 
WV Code §157-2-7.6.3 states: "All rent is due and payable on the first day of each rental period." 
For two of the twenty-five leases selected for testing, the lessee was not sent an invoice for rent 
owed before the first day of the month. Additionally, for one of these leases selected for testing, 
documentation could not be located regarding the check's deposit or entry into wvOASIS.  
  
It was noted that the Accounts Receivable Master Right of Way Lease spreadsheet was not 
adequately updated resulting in incorrect leases being added to the listing, lease terms being 
incorrect, and terminated leases not being removed from the listing. 
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We recommend that management ensure that all lessees are being billed in the agreed upon 
amount based on the fair rental value. Additionally, we recommend that the Accounts 
Receivable Master Right of Way Lease spreadsheet be updated timely for all active and 
terminated leases to ensure that active leases are being billed timely and terminated leases are 
not billed. This will help ensure that invoices are sent for all leases prior to the start of the rental 
period. We also recommend that management further investigate the missing check that could 
not be located. 
 

 
Inventory Pricing 
 
For two of the forty-three items selected for our inventory price testing, the Division was unable 
to provide documentation supporting the unit’s value. The inventory values in wvOASIS 
appeared to be reasonable, thus any impact on the financial statements should be minimal. 
 
We recommend that record retention policies be put in place to ensure that records are 
properly maintained. We also recommend that the Division periodically assess inventory to 
ensure that old inventory items still on the books are not impaired and are recorded at a 
reasonable value. 
 
 
Internal Audit - Peer Review 
 
Based on discussions with the internal audit section of the Division, they have not been subject 
to a peer review since February 2015 for the fiscal year ended June 30, 2014. Although the 
Division is not required under Government Auditing Standards (GAS) to have an independent 
peer review, it is a best practice to have a peer review performed at least once every three 
years. 
 
We recommend that the internal audit department review their internal tracking systems and 
request that a new peer review be performed during fiscal year 2026. 
 
 
Federal Emergency Management Agency (FEMA) Expenditures and Receivables  
 
During the fiscal year, the Division began tracking FEMA expenditures in wvOASIS and the Hub 
instead of REMIS. Due to issues with Hub reports, there were instances noted in testing in which 
the expenditures per OASIS did not agree to the Hub reports resulting in understatement of the 
receivable balance. Additionally, several old disasters not yet fully reimbursed are being tracked 
manually outside of the accounting system since these projects were previously tracked in 
REMIS. As a result, there were calculation errors resulting in the FEMA receivable being 
overstated. 
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Due to the transition of balances from REMIS to OASIS and the Hub effective July 1, 2024, we 
recommend that management work to enhance the Hub reports for tracking FEMA 
expenditures to ensure all OASIS transactions are properly coded to the correct project 
worksheet to ensure balances are accurate for financial reporting purposes. Additionally, we 
recommend that management continue to monitor outstanding receivables on older projects to 
ensure the proper accounting treatment when funds are received since projects are being 
manually tracked. 
 
 
Capital Asset Additions and Disposals 
 
During our testing of capital asset additions and disposals, there were two additions and three 
disposals that were recorded in the improper period. 
 
We recommend that management reconcile capital asset accounting records with capital assets 
recorded in wvOASIS at least annually. This reconciliation process should ensure that all capital 
assets are properly recorded in wvOASIS when purchased and removed from wvOASIS when 
disposed of. 
 
 
Cut-off Issues 
 
During testing of construction in progress, it was noted that there were various cut-off issues. 
Additions to capital assets recorded in the current fiscal year should have been recorded in 
capital assets and accounts payable in the previous fiscal year. Additionally, during testing of 
accounts payable, we noted invoices payable at year-end that were not recorded in accounts 
payable. These errors were corrected and posted to the current year financial statements. 
 
We recommend that management closely review invoices received subsequent to year-end to 
ensure that invoices are recorded in the correct fiscal year. If the invoice was for construction 
prior to year-end, the invoice should be recorded in accounts payable at year-end. 
 
 
Receipts 
 
For two out of the twenty-five receipts selected for testing, the individual who prepared the 
cashier's office report is the same individual who approved the transaction in wvOASIS. 
 
We recommend that management put the resources in place in order to ensure that the 
individual preparing the cashier's office report is not the same individual that is approving the 
transaction in wvOASIS. 
 
 
Nonpayroll Transactions 
 
For three out of the twenty-five nonpayroll transactions selected for testing, the incorrect object 
codes were used when posting the transactions to wvOASIS. Additionally, for one transaction 
tested, sales tax was improperly included on the invoice and paid. 
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We recommend the Division ensure employees are trained on the proper use of the various 
object codes in wvOASIS and that object codes used when coding a transaction are reviewed by 
another individual. We also recommend that a more detailed review of invoices be performed 
to ensure sales tax is not paid by the Division. 
 
 
Payroll Approvals 
 
For one out of the twenty-five payroll transactions selected for testing, there was no prior 
approval for leave taken during the pay period. 
 
We recommend the Division communicate to all departments the importance of ensuring leave 
requests are approved prior to leave being taken. Further, management should follow up on any 
hours that are not approved or supported to ensure employees are paid for the correct number 
of hours. 
 
 
Escrow Liability – Form BF-32 
 
In accordance with the Division's policy, all amounts removed from the escrow liability are 
required to have an approved Form BF-32. For three of the five items selected during testing of 
the escrow liability, the Division did not complete the Form BF-32 to support the removal of the 
amount from the escrow liability. 
 
We recommend that the Division follow the established policy related to removing amounts out 
of the escrow liability to ensure proper approvals are in place over such transactions. 
 
 
Billed and Unpaid Receivables 
 
During our testing of billed and unpaid receivables, we noted that billings for Right of Way 
leases beginning in fiscal year 2026 were recorded as receivable at June 30, 2025. Additionally, 
for two transactions selected for testing, the payment was received prior to year-end, but not 
marked as paid resulting in the balance still being recorded in receivables. 
 
As the Division works to improve the financial reporting functions related to recording 
receivables in wvOASIS, we recommend that management ensure an adequate review of the 
accounts receivable aging report to ensure any advance billings are not included in the accounts 
receivable balance at year-end. Additionally, we recommend that employees be adequately 
trained on how to properly record payments on outstanding invoices in wvOASIS in order to 
ensure receipts are reducing the receivable balance and not inadvertently being recorded when 
billed and again when received.  
 
 
Federal Aid Receivables 
 
For two federal aid receivables selected for testing, an accounting line in wvOASIS associated 
with the project was inadvertently missed resulting in an understatement of the receivable. The 
accounting lines missed were immaterial to the overall financial statements. 
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Additionally, there were errors in recording federal unbilled receivables related to conversion 
errors from previously recording receivables in REMIS to now recording receivables in wvOASIS. 
Several old projects were closed and should not have been recorded as a receivable in wvOASIS, 
but were missed being marked closed in the conversion of balances to wvOASIS. 
 
We recommend that the Division ensure that all accounting lines on a project are selected when 
preparing the reimbursement request to the federal government in order to ensure all eligible 
expenditures are being billed and recorded as revenue. Additionally, we recommend that the 
Division review federal unbilled receivables at least quarterly to ensure that any amounts noted 
are open projects that are anticipated to be billed. We also recommend unbilled receivables are 
billed in a timely manner to ensure timely collection. 
 
 
Segregation of Duties - Information Technology 
 
Employees have administrative access and access to production programs in the Hub 
application. These duties should be appropriately segregated and access to software 
applications should be limited to the access needed to complete the job assignments. 
Programmer access to test and production environment may allow unauthorized changes to go 
undetected. 

 
We recommend that the Division remove programmer and administrative access from 
employees whose daily functions include use of the production applications. If this access is 
necessary, mitigating controls such as monitoring of activities of these individuals within the 
production application should be performed and documented. 
 
 
User Access Reviews 
 
Management did not perform a periodic, documented review of user access for the Hub, 
wvOASIS, and TIMEi. An independent review allows for detection of intentional or accidental 
mistakes made during the maintenance process.   

 
We recommend that the Division establish policies and procedures to create a documented, 
periodic review of user account management. These policies and procedures should address 
network, division owned applications, and WV Enterprise Resource Planning (ERP) Board 
applications. The review should be performed by someone independent of the maintenance 
function. 

 
 

Administrator Access Review 
 
Management did not perform a periodic, documented review of administrator access changes 
to the Hub application. Prompt review of administrator activity and security group access 
reports will allow for possible detection of intentional or accidental mistakes made during the 
maintenance process. 
 
The Division should implement a process to review system administrator activity for Division 
owned applications. Since manual reviews are typically inefficient and susceptible to human 
error, the process should be automated to the fullest extent technically feasible. 
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Terminated Employees 
 
Terminated employees are not removed timely from the Hub, TIMEi, and wvOASIS applications. 
Additionally, terminated employees were not removed timely from the network. It appears that 
the cause for untimely removal is because terminated employees are not communicated timely 
to wvOASIS, Hub, TIMEi, or the West Virginia Office of Technology (WVOT) administrators. 
Unused or unnecessary user accounts increase the risk of unauthorized access to the system. 
 
The Division should create and implement procedures to identify and communicate terminated 
employees to application administrators and third parties on a timely basis. 
 
 
Vendor Management - System and Organization Controls (SOC) Report 
 
The Division does not have written procedures in place to document their review and utilization 
of the wvOASIS SOC report. Additionally, complementary user entity controls are not in place at 
the Division. SOC reports can be used to inform the Division if there are significant control 
weaknesses at wvOASIS. The report also includes control considerations that should be made at 
the Division to in order for the wvOASIS controls to operate correctly. 
 
We recommend that the Division document their annual review of SOC reports received and 
determine that the appropriate complementary user entity controls are in place. These controls 
are vital to achieving the control objectives and are the responsibility of the Division to design 
and implement.  
 

 
Vendor Management - Continuous Monitoring 
 
The Division does not have procedures in place to perform continuous vendor monitoring of the 
West Virginia Office of Technology. Additionally, the review performed for wvOASIS did not 
include all complementary user entity controls in the SOC report. Conducting independent 
reviews of the vendor enables Division management to assess whether the product aligns with 
the Division’s strategy and effectively manages risk posed by third-party relationships. 
 
The Division should create policies and procedures to perform continuous monitoring of the 
West Virginia Office of Technology. These monitoring procedures may include, but are not 
limited to, review of annual SOC reports, contract review, and review of disaster recovery 
systems and business continuity planning in order to determine if the network will support the 
Division’s recovery point objective and recovery time objectives. 

 
 

Vendor Management - Contracts 
 
The Division does not have a contract with the third party hosting and performing programming 
interfaces for the Hub. Additionally, a SOC report is not available. Assigning clear roles and 
responsibilities for Division owned applications is an essential component for risk management 
and operations. Proper documentation and reporting facilitates oversight, accountability, 
monitoring, and risk management associated with third-party relationships. 
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The Division should have contracts in place with third parties for the Hub and any other material 
applications which are hosted and/or interfaced by third party providers. The contracts should 
specify the responsibilities of the third party as well as the Division. Material applications hosted 
by a third party provider should have an annual SOC report or the Division should perform their 
own audit of the third party. 
 
 
Password Parameters 
 
The current password for the Hub cannot be reused once expired; however, a user does have 
the ability to perform an additional reset to change it back to their previous password. The 
ability to reuse a password is a security issue. There is some mitigation of this due to the two-
factor authentication (2FA) requirement; however, email is allowed under the 2FA requirement 
and if the user’s password has been compromised due to reuse it is likely the email password is 
compromised as well. The longer the same password is used for a particular account, the 
greater the chance that an attacker will be able to determine the password through brute force 
attacks. If users are required to change their password, but nothing prevents them from using 
the old password or continually reusing a small number of passwords, the effectiveness of a 
good password policy is greatly reduced. 
 
We recommend that the Division configure minimum password age so that passwords may not 
be changed immediately. Enforce password history should be set at the level that combines a 
reasonable maximum password age with a reasonable password change interval requirement 
for users. 

 
* * * * * 

 
We will review the status of these comments during our next audit engagement. We have already 
discussed these comments and suggestions with various Division personnel, and we will be pleased to 
discuss them in further detail at your convenience, to perform any additional study of these matters, or 
to assist you in implementing the recommendations. 
 
This communication is intended solely for the information and use of management, the Joint Committee 
of Government and Finance, and others within the Division, and is not intended to be, and should not 
be, used by anyone other than these specified parties. 
 

 
Suttle & Stalnaker, PLLC 
Charleston, West Virginia 
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Certain Written Communications between Management and Our Firm 
 

Engagement Letter 
 

Management Representation Letter 
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